CELLO:SECURE = BACKUP 0365

CELLO

BACKUP 0365

Ensure the continued success of your business conforming to
regulations and compliance. SPIE cello:backup 365 service allows
you to easily and efficiently back up all your data. You will then benefit
from security, flexibility and clear costs.

DATAISTHEKEY TO CORPORATE SUCCESS
Your data’s security guarantees the
success of your company - whether it
is to avoid operational failures, to stay
ahead of the competition or simply to
successfully meet requirements

SPIE PROTECTS YOUR DATA

SPIE protectsallyour Microsoft365data

and stores it securely in the Microsoft

Cloud or alternatively on site at your

premises according to your availability

and operational requirements.

e Whether it's accidental deletion,
internal or external compromise,
or unclear policies, your data is ba-
cked up correctly and restored ac-
cording to your requirements.

e Data is stored
encryption to
misuse

using AES-256
protect against

e SPIE gives you control of your
Microsoft 365 mailboxes, share
point data and OneDrive / MS-
Teams files with the backup service

e Fast recovery of data affected by
malware or crypto-lockers

e Data storage in Microsoft Azure
Datacenter in Switzerland or on-
premise

e Your Service Level Agreements are
guaranteed by SPIE Service Opera-
tions and reported accordingly

As a managed service, SPIE
cello:backup 365 combines all the ad-
vantages of the technologies used with
maximum operational reliability.

YOUR SECURITY

SPIE gives you the security you need
to successfully assert yourself in an
increasingly competitive market and to
know how to develop further.

cello:secure

YOUR ADVANTAGES

Backup critical company data

e Allyour Microsoft 365 data
backed up

e Datarecovery guaranteed

e Scalable for your business

e  Compliance with regulatory
requirements

e High operational competence gu-
aranteed

Supported Conformities

e [SO 9000, SO 27000

e GDPREU

e [TILin operation

e  Data management in Switzerland

Stay financially agile

e Reduction of operating costs
e T costs clearly calculable

e No capital commitment
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SPIE, sharing a vision for the future



ADVANTAGES OF SPIE CELLO:BACKUP 365

cello:backup 365 is a scalable solution for data backup and recovery and offers
permanent security, availability and compliance. Modern backup methods (e.g. cloud
to cloud) also ensure the reduction of your total cost of ownership (TCO) as part of the
operational competence.
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THE LEAD WITH SPIE

e Complete range of services

e leading technology portfolio

e Clearinterfaces and processes
e Dedicated SPoC

Professional and long-term
partnerships with leading tech-
nology suppliers

CELLO:BACKUP 365 AND IMPACT ON YOUR BUSINESS

The following business priorities can be successfully addressed:

e Data control through Managed Service and Service Agreements

e Avoidance of gaps in compliance with data retention requirements
e Reduction of the risk of attack through data security

e Compliance with all regulatory requirements for data protection

e Prevent bandwidth problems and meet agreed data recovery times

HOW LONG DOES CELLO:BACKUP 365 STORE YOUR DATA?

The duration of data storage depends on your company priorities, governmental
regulations (Data Retention and Data Protection Act) and has a lasting effect on the °
choice of backup methods, the dimensioning of the data storage and the scope of the
backup service.

(What exactly does Microsoft back up? 1

Inbox or folder data

ABOUT CELLO FROM SPIE ICS

Junk emails

Deleted items (recycle bin)

Auto-archived data (set per 1 month)

Deleted SharePoint Online sites and items

Deleted OneDrive for business files

Employee leaves company
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Microsoft
wws SPIE with Veeam

Moved to Archive / out
=== Permanently deleted

MARKET-LEADING TECHNOLOGIES

Forthe cello:backup 365, SPIE is working with the industry-recognized leaders Veeam
(data backup technology) and Microsoft (public cloud service technologies). SPIE has
a long history of partnership with these two technology companies.

Operations Your
success

Technology
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Backup Technology backup 0365
ackup

Cloud Technology Policies & Jobs setup
Standard / Premium

Consulting Services

By outsourcing the day-to-day ba-
sic routines, you have more time to
focus on the strategic direction and
management of your business. Our
managed services are called Cello
because they are very versatile, just
like the instrument itself.

With the cello:suite you have the right
choice of balanced services, whether
as a solo instrument or in combinati-
on asin an orchestra.

Discover the cello:services:
www.spie.ch/cello

cello:suite

FOR MORE INFORAMTION
SPIE ICS AG
Freiburgstrasse 251
CH-3018 Bern

OPTIONS

e SPIE stores the data exclusively in Switzerland upon request

e SPIEcandistributereplicasworldwide on requesttoincrease security oravailability
e SPIE also stores backup on-premises if desired and agreed

Phone +41 58 301 11 11
info.ch@spie.com
www.spie.ch/cello

SPIE, sharing a vision for the future



